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Abstract—With the rapid development of the Industrial
Internet of Things, the key infrastructure has been
transformed from a closed system to an open one and has
provided huge benefits, such as reliability, scalability and
remote connectivity. But relatively, it also exposes the
originally isolated security system to global cybersecurity
threats, Therefore, when the ICS system is controlled remotely,
a safe and secure method needs to be established, prevent
hackers from attacking, and prevent the ICS system from
malfunctioning or being invaded by malicious viruses when the
ICS system is attacked, causing unprecedented economic losses
in the country. In order to protect the country’s important
economy and security, it is necessary to have an in-depth
understanding of the tools that can protect the security of the
system, prevent attackers from invading the ICS system. This
study will investigate tools and techniques to discover ICS
system vulnerabilities or weaknesses, provide a comparison of
different defense methods, and give security recommendations
to protect the ICS system.
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I. INTRODUCTION

Industrial Control System (ICS) is a control system from
a computer organization, contains supervisory control and
data acquisition (SCADA) system, distributed control system
and machine control operation process system. These
systems are widely used in many key infrastructures and
private enterprises in daily operations, including
departmental communications such as energy plants,
reservoirs, transportation industries, and chemical plants, as
long as there is any communication failure or broken
situation in these departments, it may have a great negative
impact on our lifestyle. Therefore, the importance of ICS
information security has attracted considerable attention
from every country in the world [1].

The Zero Day Initiative (ZDI) team made an in-depth
study on the security of today’s SCADA HMI, a careful
analysis of all SCADA software vulnerabilities that have
been revealed and fixed between 2015 and 2016, this also
includes 250 vulnerabilities notified by the ZDI project.
Trend Micro found that these vulnerabilities are mainly
divided into several categories: 20% memory corruption,
19% poor management of login credentials, lack of
authentication/authorization mechanism and insecure default
value of 12%, And 9% of code injection vulnerabilities, all
are vulnerabilities that can be prevented by safe
programming habits, as shown in Figure 1. Based on the
above-mentioned vulnerability methods, hackers may hack
into the SCADA system to collect information such as plant
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equipment configuration drawings, Critical Thresholds and
device settings and other data, and then engage in follow-up
attacks, the main reason is that the PLC is a set of
programmable software. By downloading a new program,
the PLC can be reconfigured and run. In normal
circumstances, it is usually directly connected to the PLC via
a network cable or LAN, and is used with an engineering
station to download new programs.
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Fig. 1. Vulnerability Survey Diagram [10]

Therefore, the attacker may interfere with and harm the
communication between the engineer station and the PLC,
and may cause great injure to the entire SCADA system.
Take the Stuxnet virus as an example, which once targeted
Iran’s nuclear facilities [2][3], As well as the computers of
workstation personnel in Ukrainian power plants being
remotely manipulated, they will all take advantage of this
special vulnerability and download malicious programs to
the PLC. Most of the existing work is concentrated on HMI-
PLC and PLC field device communication [4][5][6]1[7][8]
through Modbus, DNP3 and other agreements. The HMI is a
terminal demonstrate device, Which generally displays the
condition of the PLC and control process graphically. HMI
enables the operator to interact with the PLC and provide
some commands for it. In addition, the entire process output,
alarms, and events of the equipment in the field are displayed
on the HML.

It can be seen that ICS systems are mostly managed
through HMI software, and this type of software is usually
installed on a computer with a network connection,
Therefore, HMI is one of the main targets of SCADA system
attacks. However, the vulnerability of HMI may face the
problem of malware intrusion, according to a Trend Micro
report, several major well-known ransomware viruses such
as Ryuk (20%), Nefilim (14.6%), Sodinokibi (13.5%) and



LockBit (10.4%), it accounts for more than half of all ICS
ransomware infection cases in 2020[10].

We can see that the advancement of the ICS system has
led to an incremental improvement in the number of malware
attacks. However, defensive security devices that can resist
intrusion by attackers such as SIEM, Intrusion Prevention
System (IPS), firewalls, Intrusion Detection System (IDS),
honeynet. Governments and enterprises respond to cyber-
attacks by authority control, restricting IP and antivirus
software to resist potential threats. However, antivirus
software usually only detects well-known malicious software
programs to prevent vulnerabilities that invade computers
and devices. But with the endless changes in malware attacks,
one day it will be invaded by malware programs. Therefore,
we will discuss the currently commonly used defense
methods and industrial control system safety guidelines to
resist possible threats, but different information security
equipment has various differences and structures, Therefore,
this research will collect different on-site attack cases and try
to propose an architecture diagram for discussion. The
second section introduces the ICS system security
assessment process, ICS architecture and communication
protocol, the third section organizes the attack tools, types,
and cases study by other research, the fourth section collects
and compares the used defense tools, types and functions,
and discusses how to attack and defend. And discuss and
conclude in the last section, and suggest how to prevent and
ensure the stability of the system.

Il. BACKGROUND

A. Evaluation Process

This study proposes an evaluation process method for
research architecture and I1CS security[11][12][13], as shown
in Figure 2. We introduce the basic structure of ICS and ICS
communication protocol, since the ICS system has developed
to the fourth generation, it is an independent controller
system, a distributed control system, a networked control
system and an Internet of Things control system.
Considering that there will be many network attacks and
malicious software intrusion in the future, we will discuss the
attack analysis of the ICS system in Chapter 3 and propose
various types of attack techniques. The reports of attacks
against units in different countries confirm that ICS attacks
have a very serious impact on a country. This study shows
the urgent need to protect the ICS system, Therefore,
analysis and discussion are conducted based on the attacked
country (industry), the type of attack, and the vulnerable of
ICS architecture.

In Chapter 4, we discuss defenses, such as the
comparison of different defense methods such as firewalls,
IDS, IPS, etc., as well as the detection and prevention of
these attacks and the identification of vulnerabilities in the
system. In addition, many international organizations, such
as IEEE, National Infrastructure Protection Center (CPNI),
American Gas Association (AGA) and other international
organizations, issue security guidelines for ICS systems, and
suggest how to prevent the system from being threatened.
Finally, the conclusion of Chapter 5 will discuss the issues
between attack and defense and make suggestions to ensure
system stability and security.
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Fig. 2. Security Assessment

B. ICS Architecture

The system architecture based on information network
technology in Industrial Control Systems (ICS), Monitoring
personnel can find remote terminal units through the
monitoring screen of the HMI whether there is any abnormal
report system, allows the monitoring personnel to control the
various equipment systems of the workstation in real time.
The SCADA system continues to expand rapidly, With the
development of network technology, the monitoring distance
is better than before. Application areas include energy
facilities,  water  resources  facilities,  automobile
manufacturing, chemical plants, etc., all of which are
monitored and managed through the SCADA system [14].

The ICS is mainly composed of HMI, Supervision
Console, Wireless, Data Historian, SCADA Server, Remote
Terminal Unit, PLC, Router, Work Station, as shown in
Figure 3 [15].
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Fig. 3. ICS Framework

C. Communication Protocol

The communication protocol is mainly the provision of
data narration and exchange through communication links.
The ICS communication protocol plays a key role in the
MTU-RTU interaction, initially, the instrument and the
protection relay allowed the use of RS232 or RS485 for
remote communication, but due to scalability issues, it has
now moved to a more advanced protocol [16].



Since the ICS system is composed of many devices, if each
device uses a vendor-specific agreement, it will not
communicate with other devices. Each supplier has a
specific ICS communication protocol and has its own rules
and communication programs, but these rules and
communication programs may have some technical
problems due to data presentation and address conversion.
Therefore, in order to support interoperability and cost
efficiency, some open standards have been proposed [17].
The open protocol improves the availability and
interoperability of equipment, minimizes dependence on
suppliers, optimizes costs, and simplifies technical support,
the following will introduce and discuss the protocols
commonly used in industrial control systems, such as
Modbus, DNP3, Profibus, etc. The methods of attacks and
the cases are shown in Table 1.

e Modbus is a transmission protocol developed by
Gould Modicon, which is an application layer
messaging protocol for Modicon programmable
controllers [18]. In the Modbus protocol, the ASCII
transmission mode is used to transmit messages
between the Client station and server stations (field
devices) through serial communication lines. The
newer Modbus TCP protocol provides connections
between Modbus networks and IP interconnected
Modbus networks. The TCP variant allows the
master device to have multiple outstanding
transactions, and allows the device to communicate
with and send to multiple master devices. Attacks on
Modbus systems and networks can have a variety of
effects, from sporadic interruptions of field devices
(sensors and actuators) to large-scale interruptions,
and even loss of control in the case of deceiving the
master station. For example, Chen at el. [19] used
CPS TestBed to implement attacks (MiTM attacks
and DoS) to analyze the security of the Modbus/TCP
protocol.

e DNP3 (Distributed Network Protocol) is a
communication protocol used between equipment
components of an automation system [20], which
was developed by Harris Corporation in 1993. The
motivation of DNP3 protocol is to obtain openness
and interoperability between RTU and MTU and
programmable logic controller (PLC). In the layered
architecture of the DNP3 protocol, the application
layer specifies the data packet design, services and
procedures of the application layer[21]. Lu et al. [22]
proposed a cryptographic-based design to enhance
the security of the DNP3 protocol. The author
observes that the upgraded DNP3 protocol can
overcome replay attacks and man-in-the-middle
(MitM). This method consists of four stages:
communication protocol, critical update, key
agreement, identify authentication.

e PROFIBUS is a fieldbus standard used in
automation technology, n 1987, the German
Federation (BMBF) started a cooperation project
with the goal of promoting a serial field bus that can
meet the basic needs of field device interfaces. The
function is that the data communication between
MTU and RTU is a cyclic process. MTU reads RTU
input data and writes RTU output data. The earliest

one proposed in PROFIBUS is PROFIBUS FMS.
which is a complex communication protocol
designed for demanding communication tasks and is

suitable for general communication tasks of
industrial equipment [23].
TABLE I. SIMULATION ATTACK TYPES
Attribute Modbus DNP3 Profibus
- Gould GE-Harris
Organization Modicon Canada BMBF Germany
Year 1979 1993 1989
Source Open Open source Comm_erCIaIIy
source available
. DosS, replay, MiTM
Offensive MiTM [19] attack [24] DoS, DDos
No Including Includin
authenticati | authentication ding
. authentication
Security state on and and and encrvotion
encryption | encryption yp
] - mechanism.
mechanism mechanism.

I11. OFFENSIVE CLASSIFICATION

Rcently, the number of security-related attacks on SCADA
systems has increased dramatically. Threats like Stuxnet,
Aurora, Maroochy [25] [26] give society a clear idea of how
much harm a powerful opponent can cause to the public.
These systems are expected to run uninterrupted, so they
cannot be upgraded without affecting their productivity.
Moreover, most of the communication happens on the
network, making it vulnerable to network security attacks.
We also emphasize that the vulnerable ICS devices in each
threat, such as programmable controllers (PLCs), MTUs, and
RTUs, still use the old version of SCADA software and
cannot be updated, Therefore, these are vulnerable to well-
known vulnerabilities. To analyze SCADA-specific attacks,
we searched available databases. The RISI[27] database is
the only database that lists specific SCADA attacks. Other
current databases of vulnerabilities include NVD [28], ICS-
CERT [29], WhiteSource [30]. They observed that more than
80% of the vulnerabilities can only be exploited on the
Internet.[28] This is caused by insecure and legacy operating
systems. In Table 2, we summarized some of the SCADA
security incidents with greater impact. The table highlights
the countries and industries that reported attacks. It lists the
methods of launching the attack and the vulnerable SCADA
components.

In addition, 20% of attacks on critical infrastructure are
unknown [31]. As time goes by, attackers begin to use more
sophisticated techniques to undermine the security of the
SCADA system, so the threat is getting bigger [32]. So far,
attackers have mainly focused on high-level systems, such as
human-machine interfaces and communication protocols.
But what is surprising is that field device firmware
development is the least concerned research area [33].

The complexity of cyber-attacks against ICS mainly
includes two aspects: attack methods and attack tools.
According to the Industrial Control System Cyber Kill Chain
[36], cyber attackers do not target the SCADA system in a
single incident and vulnerability, but use a series of efforts to
achieve access and provide sufficient information to design



effects. Firstly, a fundamental and critical step is to discover
the ICS devices exposed on the Internet [37]. Then, the
attacker will use the infected device as a gangplank to further
probe the whole ICS network [38]. Finally, using these
acquired knowledge, attackers can have a predictable impact
on ICS by bypassing or affecting the security mechanism,
and realizing a real cyber-physical attack [39]. Consequently,
in particular network communication based on the ICS
protocol, plays an important role in the process of network
attacks. In terms of attack tools, since the Stuxnet virus in
2010 [40], a variety of ICS-targeted viruses have been
detected, such as BlackEnergy, Duqu, etc. [41]. Even the
concept of a virus for ICS devices was discussed and tested.
[42], other research discusses the methods of simulated
attacks and the cases are shown in Table 3. Most of them use
DDOS, DOS, spoofing, Replay, Malware attacks to simulate
attacks.

In this study, we can find that the main attacks are
launched through the Internet, entering the ICS system for
manipulation or theft of funds. In addition, the simulated
attack methods in other research are similar to actual attacks,
because these attack methods may cause serious damage to
the information system or cause significant losses to users.
Therefore, as long as master these main types of attacks, we
can conduct defense prevention and education. However,
with the general technical awareness and the current global
security situation is not mature, such attacks may become
easier. The next chapter will introduce the defense methods
of other research, and discuss a defense method that this
review study believes is most suitable for understanding the
attacker's thinking.

TABLE II. MAUJOR TYPES OF ATTACKS
Item Using Vulnerable Author
Russia-Siberian gas RISI
L Malware Controller
pipeline exploded (1982)[27]
Lithuania Nuclear RISI
tthuania _e Malware RTU
Power Plant Virus (1992)[27]
. Unauthoris L
Australia-Wastewater ed Remote Communicati Slay et al.
Control System on protocol 2007)[34
Y Access p (2007)[34]
U.S.-Car Malware Communicati RISI
manufacturer hacked on Protocols (2012)[27]
Unauthoris Access to
Germany-Steel Plant Leeetal.
ed Remote SCADA
Cyber Attack (2014)[35]
Access network
TABLE III. MAJOR TYPES OF ATTACKS
Item Use tools Using Author
. DD .
Wind power OMNET++ 00?'?1’ Queiroz et al.
i
plant SpO0TINg (2011)[43]
attacks
Power plant MAIsim Malware Leszczyna et al.
P based simulation (2008) [44]
Malware
Stuxnet on a MATLAB, experiment Genge et al.
power plant Emulab pation (2012) [45]

Power Control
Data DoS, Data Dondossola et al.
Systems - statistics | loggin (2009) [46]
Resilience g0ing
Simulink/St
Tennessee ateflow, .
Eastman HLA NS2 DDosS, Davies et al.
) ' ' Network (2009) [47]
chemical process OPNET,
OMNeT++
Tenessee Analytical, Replay Mo et al. (2014)
Eastman simulation attack [48]

IVV. DEFENSIVE STRATEGY SELECTION

Many international organizations, such as IEEE, Centre
for the Protection of National Infrastructure (CPNI),
American Gas Association (AGA), North American Electric
Reliability Corporation (NERC) and National Institute of
Standards and Technology (NIST), Industrial Automation
and Control System Security (ISA) and others often publish
security ICS implementation guidelines, and it is
recommended that the industry follow these safety guidelines.
Security tools such as Core IMPACT and Immunity
CANVAS all have some kind of ICS module [46], They
have legitimate information security professionals, especially
penetration testers, to test the ICS system and ensure that
they can resist existing known vulnerabilities. There are two
problems with this method. For example, these tools can be
used illegally. They are regarded as dual-use tools for attack
and defense. Through comprehensive testing, all parties are
prepared to ensure that they are not threatened. On the
contrary, they have the opportunity to be attacked, as
mentioned in the third chapter, the script may have the point
of attack.

These tools cannot provide a wide range of ICS attacks.
It should be said that penetration testers cannot prove that the
SCADA system is completely secure, every time a new
vulnerability is discovered, new requirements will continue
to be developed in the penetration testing software. The
preventive systems used in general IT networks (such as IDS,
firewalls, IPS, and SIEM) are also effective when used to
protect ICS corporate networks [49]. These systems can be
used to protect ICS and control networks, but they must be
customized according to the types of data (such as protocols)
that exist in this environment. Companies like Tofino
provide security solutions for specific ICS and control
networks.

And ICS Honeynets are virtual simulations of real ICS
systems, which are used to prevent hackers from attacking
real systems, the honeynet is very suitable for collecting
various realistic statistics, such as current hacker attack
trends, methods, tools, hacker's geographic location and
number of attacks and other analysis information. Although
there is almost no statistical information available for these
new systems, they are likely to prove the scale of the attack
on the ICS system and the complexity of the attackers. But
ICS Honeynets does provide information that can help
improve the security of the ICS system. It is also useful in
many other industries, and there are no obstacles in the ICS
system [50]. The comparison of defense methods is shown in
Table 4. As a result, ICS cybersecurity researchers rely
mainly on the development of software and simulation
hardware to create an ICS attack environment. As shown in
Table 5, for the defense methods used in other research



simulation environments, use firewalls, IDS, IPS and other

methods to defend against malicious attacks such as Malware,

Replay, DDoS, and MiTM, by understanding these methods,
we can learn how ICS chooses a suitable defense method,
and analyze and evaluate the security of the system.

TABLE IV. TYPES OF DEFENSIVE COMPARISON
Item Test Record Block IP
Environment Attack Adress
Firewall x x v
IDS x v
IPS X % v
SIEM x x v
Core IMPACT v x x
Honeynets v v v
TABLE V. COMPARISON OF DEFENSIVE METHODS AGAINST
OFFENSIVE
Item Malware Replay DDoS MiTM
FireWall x v v v
IDS X v v
IPS X v v v
SIEM x v v v
Core IMPACT x v x 4
Honeynets v v v v

V. CONCLUSION

This study is aimed at studying the ICS system
environment, discussing that the Internet connection has
changed the threat of the overall ICS system, it is urgent to
plan a good security assessment process and strategy to
protect the network security of the system from threats and
attacks. This study reviews current research and literature on
major cyber-attacks, including environmental configuration
and other methodologies. These techniques can be used to
determine the scale of an attack that can reveal
vulnerabilities in the system. This all helps system
developers and suppliers to make assessments when planning
the system, and system users or clients can also understand
security regulations and comply with relevant laws and
regulations, Due to the rapid changes in the trend of cyber
threats, the adoption of security technologies will be
relatively forced by new threats. Therefore, the defense
technology and evaluation of the network need to be
constantly evolving to respond to the threats of attackers.
Some organizations, such as IEEE, CPNI, AGA, NERC,
NIST, ISA, etc., often publish security ICS implementation
guidelines. It is recommended that the industry strictly
follow. At the same time, the functions and attributes of
various defense technologies are compared. Finally, this
study believes that the honeynet will be a defense method
suitable for industrial control systems. The honeynet can
predict whether it has a vulnerability crisis through the test
environment, and it can also track the attacker's address and
record actions, and predict the attacker's next attack method
to ensure the stability and operation of the ICS system.
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